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Cloud Computing 

 
• Storage 

• Virtualization 

• Connectivity 

• Processing Power 

• Sharing 

 

 

Cloud Computing Models 

 

• Infrastructure as a Service  

• Platform as a Service  

• Software as a Service 

Introduction 

(Malathi, 2011) 



• Unlimited storage. 

• The most cost efficient method to use, maintain and upgrade resources. 

• Easier back up and restore processes. 

• Automatic software integration.  

• Quick deployment.  

(Viswanathan, 2010) 



The Most Challenging Issue 
 

• Ensuring the Security in Cloud Computing 

 

Security Issues Types 
 

• Service Provider Security Issues 
• Identity and Access Management 
• Privacy 
• Securing Data in Transmission 
• User Identity 
• Audit and Compliance 

 

• Infrastructure Security Issues 
• Securing Data-Storage 
• Network and Server 

 

• End User Security Issues 
• Browser Security 
• Authentication 
• Loss of Governance 
• Data Protection 

 

 

(Kulkarni, 2012) 



Focus Area 

Focus Area 

 
Service Providers Security Issues 

V Security in Cloud Servers 

V Security in SaaS Applications 

 

 

Problem Background 
 

Security of data in servers 

The most popular existing solution 

 

 

     Cryptography in Server Side 

 

 

Asymmetric Keys or Symmetric Keys Cryptography? 
 

 



DATA ENCRYPTION SERVICE 

Data encryption service is a client-based service that is proposed for 

increasing reliability in cloud computing communications by applying real-

time encryption in client side. In this model, data and keys are stored in 

different cloud storage and cryptography processes (i.e. encryption and 

decryption) are done in client side by requesting keys from Key Cloud Server 

(KCS) and data from Data Cloud Server (DCS). Moreover, the key 

generation process is done in KCS Software-as-a-Service (SaaS) application. 
 

 

 

 



DATA ENCRYPTION SERVICE 

According to the nature of this research that is based on sharing concepts, 

asymmetric key algorithms are more appropriate for data encryption service 

by using public and private keys. Symmetric key algorithms such as AES are 

faster than asymmetric algorithm but have considerable problems in sharing 

processes. Due to this reason and the importance of applying the most 

efficient encryption performance in client-side, six of the most popular 

asymmetric encryption models were reviewed and re-developed in the same 

situation for investigating the strengths and weaknesses of each model to 

choose the most secure and efficient model due to the nature of the data 

encryption service. The chosen models are: Original RSA, RSA Small-e, 

RSA Small-d, MREA, Efficient RSA, and EAMRSA. 

 

 

 

 



GENERAL OVERVIEW OF CRYPTOGRAPHY MODELS 

 

Original RSA 
  

RSA Small-e 
  

RSA Small-d 
  

Modified RSA Encryption Algorithm (MREA)  
  

Efficient RSA (E-RSA) 
  

Encrypt Assistant Multi-Prime RSA (EAMRSA) 

 

 

 

 



METHODOLOGY 

According to the aim of this research, all of the described models were 

redeveloped by Microsoft .net Framework 4.0 in C# programming 

language for analyzing in the same situation. The simulation were done 

by using Dropbox co. cloud service provider as data cloud server, and 

two 2.40 GHz Intel® Core ™ i5 CPU PCs with 4.00 GB RAM as keys 

cloud server and client for implementing data encryption service  

 

 

 



KEY GENERATION TIME 

 

 

 

Key Size 

(bits) 
RSA RSA Small-e RSA Small-d MREA E-RSA EAMRSA 

512 
417 199 199 641 501 890 

1024 
612 316 316 916 694 1438 

2048 
890 714 714 1721 997 2864 

3072 
1943 1201 1201 2612 2281 3314 

Effect of Changing the Key Sizes from 512 (bits) to 3072 

(bits) on Key Generation Time (ms) in KGA according to 

RSA, RSA Small-e, RSA Small-d, MREA, EAMRSA, and E-

RSA Algorithms 



ENCRYPTION AND DECRYPTION 

 

 

 

 

 



SECURITY ANALYSIS 

 

 

 

 

 

  

Brute Force Attack 

 

Mathematical Attack 

 

Timing Attack 



Conclusion 

According to the nature of client-based data encryption service, E-RSA is 

suggested to be used in proposed model because it is more secure and has more 

acceleration, accuracy in comparison with other algorithms. Furthermore, the 

compatibility of E-RSA is more specified than other algorithms in limited 

power devices. 

. 
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